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Abstract: This contribution proposes additional conclusions for the Release 17. 
1. Introduction/Discussion
The P-CR adds conclusions aligning to solution #5 of the TR, and considering the option provided by solution #25. Specifically, the P-CR:
-	enables UUAA to be performed during registration as per solution #5, based on local policies and local regulations
-	enables UUAA to be performed only during PDU session/PDN connection establishment
-	clarifies the authorization/authentication options for the various scenarios

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.754.
[bookmark: _Toc517082226]* * * * First change * * * *
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Editor's note:	This clause will capture conclusions from the study.
The following principles are applied, as applicable, when developing UAV support in 3GPP:
No commercial relationship is assumed between the 3GPP Network and a USS/UTM, in order to enable an UAS operator to change the serving USS/UTM while remaining with same 3GPP Network subscription, and vice versa.  The 3GPP Network subscription for the UAV cannot be assumed to contain any information about the USS/UTM based on a commercial relationship between the 3GPP Network and the USS/UTM.
[bookmark: _Hlk51252926]In the scope of this release, a networked UAVC is considered as a regular UE that is not subject to any aerial features or any additional authorizations involving the USS/UTM.
The following conclusions are proposed for normative work:
1)	standardize a new 3GPP UAS Network Function for support of aerial functionality related to UAV identification and tracking, and to support Remote Identification. 
-	The UAS-NF is based on the functional definition of UFES of solution #5 plus the UAVF of solution #25.
-	the UAS-NF  makes use of existing NEF/SCEF exposure services for UAV authentication/authorization, for UAV flight authorization, for UAV-UAVC pairing authorization, and related revocation; for location reporting, and control of QoS/traffic filtering for C2 communication
· Current NEF/SCEF services and APIs will be leveraged to the maximum extent: enhancements may be defined during normative work 
·  
2)	Standardize the interface between the 5GS/EPS and USS/UTM based on the NEF/SCEF principles, using web-based interfaces.
32)	Consider the integration of the new NF in the NEF/SCEF.
34)	Standardize a control plane solution for interfacing of the UAV and the 5GS/EPS with the USS/UTM, focusing on solutions #5 and #23 and aiming at a single solution being standardized.
4)	Keep dependency to application related information and functionality as much as possible outside the 3GPP network.
5)	Maximize the similarities between a 5GS and EPS solution. 
6)	Allow for deployment models where the USS/UTM and the UAVC are executing in cloud environments and where the corresponding C2 communication with the UAV are based on Web technologies (e.g. web-sockets, GRPC etc.). Due to intermediate NATs and Proxies, knowledge about originating IP-addresses of requests cannot be assumed on application level.
7)	there is a trust relationship between the 3GPP system and the USS as in the case of any other external system interfacing via service exposure and/or IP traffic with the 3GPP system.
The following conclusions apply:
-	A UAV is registered with CAA authorities either before connecting with the 3GPP system or using plain internet connectivity via the 3GPP system. During such registration the UAV is assigned a CAA-level UAV-ID.
-	A UAV when it requests for UAS services (i.e. to take advantage of aerial features, connectivity with USS/UTM for Networked Remote Identification, and C2 connectivity) also provides the CAA-Level UAV ID and aviation level information to 5GS or EPS. The aviation level information is transparent to the 5GS/EPS. A UAV that has not performed a registration with CAA authorities shall not attempt to request for UAS services.
	The 3GPP systems provides a mechanism to support the authentication/authorization procedure between the UAV and the USS/UTM. During this procedure, the USS/UTM may access additional information from the 3GPP system to decide about the authentication/authorization and provides information about the result of the authentication/authorization.
-	The EPS/5GS discovers the USS/UTM as described in solution #5 in clause 6.5.2.3, with the following remarkdifferences identified in the conclusions of key issue #2.: This happens either during 5GS registration (when the UUAA is performed during 5GS registration), or during PDU session/PDN connection establishment.  
-	-	It is still undecided through which procedure the UAV provides its CAA level Id i.e. whether the CAA Level ID is provided during the UUAA procedure as described in Sol #5 or during PDU session (PDN connection) establishment  as described in Sol #23 or during the A&A as described in Sol #4. Further evaluation is needed to be done to select one from Sol #4, #5 and #23.
-	During the UAV authentication/authorization procedure, the 3GPP system provides 3GPP identities/information for the UAV including the GPSI, optionally the PEI, the CAA-Level UAV ID and any aviation level information the UAV has provided to the 3GPP system. The USS/UTM uses such information for the authentication/authorization and for future interactions with the 3GPP system regarding the UAV via NEF/SCEF.
-	the 3GPP system supports USS/UTM authorization of pairing between a UAV and a networked UAVC or a UAVC that connects to the UAV via Internet connectivity during the establishment of the PDN connection/PDU session for UAS services (i.e. connectivity to USS/UTM and for C2 traffic). Modifications or establishment of to the pairing or re-authorization take place via modification of the established PDN connection/PDU session. During such procedures, the USS/UTM provides to the 3GPP system information (e.g. QoS requirement, data flow descriptors, etc.) that enable traffic between the UAV and the UAVC. How the USS/UTM is made aware of the UAVC is outside the scope of 3GPP in this Release.
8.x	Key Issue #1
Key Issue #1:
A UAS operator registers the UAV to a UTM/USS with a procedure which is out of scope of 3GPP. The UTM/USS assigns a CAA-Level UAV ID.
An UAV is identified by USS/UTM using a CAA-level UAV ID assigned by USS/UTM, and identified by the 3GPP System using a 3GPP UAV ID assigned by the MNO.
[bookmark: _Hlk51252948]The CAA-level UAV ID is used for Remote ID functionality (network or broadcast remote ID). Remote Identification support by 3GPP in the scope of this release applies to the UAV, not to UAV Controller. In the scope of this release, it is assumed that the assignment of a CAA-level UAV ID for Remote Identification functionality applies solely to the UAV, as defined in Remote Identification standards and regulatory documents. No CAA-level UAV ID is assigned to and used by a networked UAVC and UAVC that exchange data (e.g. C2 information) with the UAV via Internet connectivity.
Both USS-assigned CAA-Level UAV ID and 3GPP Assisted CAA-Level UAV ID Assignment are supported, as described in solution #9. 
Various formats of CAA-level UAV ID must be supported by the UAV to support various geo-specific regulations. At least Serial Number Identification, a CAA-Issued Registration Identifier (aka Session ID), and USS/UTM-Issued UUID shall be supported.
[bookmark: _Hlk49415445] It is assumed that the mechanisms for resolution of CAA Level UAV ID to the USS serving the corresponding UAV, defined outside 3GPP, and available to entities outside the 3GPP system (e.g. the TPAE), are used in the 3GPP system to discover the USS for the UAV.  It may be also possible to use other UAV information (e.g. UAV-provided USS address or FQDN) sent by the UAV to 3GPP system, to be used by the 3GPP System, to discover the USS for the UAV.3GPP system is provided the CAA-level UAV ID by the UAV, and it may optionally provide the CAA-level UAV ID to the UTM/USS when providing MNO services towards the UTM/USS (e.g. at first UUAA procedure to create an association in the USS between the CAA-Level UAV ID and the 3GPP UAV ID).
The USS/UTM is made aware of the 3GPP UAV ID of the UAV during procedures of UAV authorization supported by the 3GPP network. This is provided explicitly to the USS/UTM by the 3GPP system UAS NF. The 3GPP UAV ID is either provided to the UAS NF by the AMF (if UUAA is performed at registration), by the SMF, or via augmentation by the SMF+PGW. In addition, the 3GPP system also includes information about the subscription identity used (GPSI/External-id/MSISDN), optionally the IP-address allocated to the PDU-session and optionally also a 3GPP equipment identifier (PEI/IMEI/IMEI-SV).

The USS/UTM uses the 3GPP UAV ID to invoke MNO services (e.g. exposure function or location services) or during authorization or authorization revocation. The 3GPP UAV ID is in the format of a GPSI, and at least the External Identifier is supported.
The External Identifier is allocated by the 3GPP network without interaction with the USS/UTM, and must be unique within the geography (e.g. at least country) of the 3GPP network.
An UAS Network function implementing the functionality of the UFES as described in solution #9 is used to support 3GPP Assisted CAA-Level UAV ID Assignment.  The interaction between the 3GPP system and the TPAE over UAV2 (e.g. for Remote Identification query) is out of the scope of 3GPP and is expected to be defined in aviation standards.
The CAA-Level UAV ID assigned by the USS is known and may be stored in the UFES, in particular in case of 3GPP Assisted CAA-Level UAV ID Assignment.
Whether specific mechanisms are needed for interworking between EPS and 5GS, and what the mechanisms are, will be defined during the normative phase.
8.x	Key Issue #2
Key Issue #2:
An UAV may be is authenticated and authorized by USS/UTM via a USS UAV Authentication & Authorization (UUAA) with the support of the 3GPP system before connectivity for UAS services (e.g. UAS-USS connectivity for NRID) is enabled.
Depending on 3GPP network operator and/or regulatory requirements, the UUAA is performed:
-	in 5GS: either as a separate procedure during the 5GS registration procedure (see section 6.5.3.1.1), or when the UAV requests user plane resources for UAV operation (i.e. PDU session establishment) (see section 8.X.1). From a UE implementation point of view it is mandatory to support UUAA during Registration and PDU session establishment procedure. From a network deployment point of view it is mandatory to support UUAA during PDU session establishment procedure.
-	in EPS: during the attach procedure and the corresponding PDN connection establishment (see 6.5.3.2.1)
A UAV that is in possession of a CAA-Level UAV ID provides the CAA-Level UAV ID in both 5GS Registration and in PDU Session/PDN Connection establishment. The CN determine whether UUAA is executed at 5GS registration or at PDU session/PDN Connection establishment based on local policies. 
If UUAA is performed at Registration Procedure, the SMF serving the PDU Session for the UAV (e.g. the PDU session for UAV-USS connectivity and, if separate PDU sessions are used, the PDU session for C2 connectivity) is notified by the AMF of the successful UUAA.
If UUAA is not performed during the Registration procedure, the UUAA is performed at PDU session (or PDN connection) establishment when the UAV requests user plane resources for UAV operation and the UAV provides its CAA level Id during PDU session (PDN connection) establishment.
When UUAA is performed at registration, the UAV flight authorization and UAV-UAVC pairing authorization is performed at PDU session/PDN connection establishment/modification procedures.

[bookmark: _Hlk53058757]The execution of the USS UAV Authentication & Authorization during the registration procedure is optional and is based on specific PLMN policies, USS requirements, and geographic regulatory requirements. 
The USS UAV authentication & authorization procedure is supported as follows:
-	A UAV registers with the 3GPP system using 3GPP credentials
-	The UAV configured and provisioned to perform UUAA (i.e. at a minimum having a CAA-Level UAV ID allocated during a UAV registration with USS) always provides a CAA Level UAV identity to the 3GPP system when it registers for UAV services. The 3GPP system determines whether to initiate USS UAV authentication/authorization based on request from UAV, subscription, local policies, and optionally results of previous authentication/authorization. The USS/UTM can revoke such UAV authorization.
NOTE:	The details of how the CAA Level UAV ID is provided (e.g. a specific parameter or a transparent container) will be defined during normative work.
-	USS UAV authentication and authorization by USS/UTM is conditional on the UE having performed successfully a primary 3GPP authentication and with Aerial UE function as part of the subscription.
-	An UAV is authenticated and authorized by USS/UTM using a CAA-level UAV ID. The credentials and related authentication method used by the UAV and UTM/USS are outside of the 3GPP scope.
-	The UAV may also include an UUAA Aviation Payload containing application layer information that is transparent to the 3GPP System. Requirements on the transport (e.g. transparent container) of such payload will be defined during the normative phase in conjunction with the aviation community.
-	The 3GPP network shall be informed by the USS/UTM of the UAV authentication and authorization result and enforce the result accordingly. Upon successful UAV authentication and authorization by USS/UTM, UAV is authorized to establish limited connectivity to communicate with USS/UTM.
-	If the result of the UAV authentication and authorization indicated by the USS/UTM is negative, the UAV is informed by the 3GPP system that USS/UTM authentication and authorization has failed.
[bookmark: _Hlk49512571]A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller or a UAVC that connects to the UAV via Internet connectivity, and/or flight authorization request) may also require additional authorization by the UTM/USS, as described in conclusions of KI#7.
Details of authentication and authorization applicable to the single PDU session/PDN connection for USS and UAV-C connectivity, and separate PDU sessions/PDN connections for USS and UAV-C connectivity are supported, are described in conclusions for KI#7.
The following applies:
-	It shall be noted if the UUAA is performed at registration there will not be any connectivity (i.e. PDU Session) set up between the UAV and the USS/UTM at that time.
-	For the USS/UTM to be able to interact with the MNO e.g. regarding providing session-related policies, the USS/UTM needs information about the PDU Session/PDN Connection (e.g. UE IP address) which is only available after PDU session establishment. This means that such session-related policies can be communicated to the MNO only during the PDU Session/PDN Connection establishment
-	When the UAV requires connectivity for UAV services (i.e. connectivity with USS/UTM and possibly connectivity with UAVC), the UAV initiates PDU session establishment request to a well-known DNN/APN, as defined e.g. by GSMA for UAV/UTM interaction.
-	The 3GPP system ensures that such an authorization request received from an UE, which is properly authenticated and authorized as a UAV, is safely forwarded with guaranteed integrity to the requested USS/UTM, if there is a mutual trust relation between the 3GPP system and the USS/UTM. 
-	The 3GPP system ensures that the used UE subscription is allowed for aerial/UAV use
-	Based on the information included in the authorization request and information registered for the UAV the USS/UTM authorizes the UAV as being under control of the USS, and either explicitly (when UUAA is done at PDU session establishment) or implicitly (when UUAA is done at registration) that the PDU-session to be used for that purpose. Essential input to this decision is the CAA-level UAV-ID verified (e.g. authenticated by USS/UTM) and the correlated information from the 3GPP system that the used UE is approved for aerial/UAV usage. In addition, the USS may take the correlated and authenticated info on the used subscription (3GPP UAV ID, i.e. the GPSI) and optionally the 3GPP equipment (PEI) into account as a multi factor authentication input for the authorization decision. 
-	After PDU session/PDN connection for traffic between the UAV and the USS and for C2 is (are) established, the USS may store the correlated GPSI and PDU session IP address(es) with the authorized CAA-Level UAV-ID to enable further service requests via network exposure APIs to the 3GPP system related to the authorized UAV. The GPSI may e.g. be used to activate monitoring of the UAV/UE location and the PDU session IP address for requests for dedicated QoS and gating to be applied for the authorized PDU session. It may also be used to revoke the established connectivity/PDU-session in case it is deemed necessary by the USS.

8.X.1. UUAA In PDU Session Establishment

NOTE: UFES in these flows is the same as UAS NF.
In step 2 - 12 a PDU session for UAV(C) connectivity to USS/UTM is set-up. This PDU session is used for application level UAV(C) - USS/UTM communication e.g. UAV tracking, C2 related configuration, UAV/UAVC pairing. 
In the case of UAV/UAVC pairing it can be that the UAV and UAVC is in different operators' networks and the configuration of the C2 communication must be handled in each operator's network.  
Step 13 handles setting up the dedicated policies need for C2, UAV/UAVC pairing, tracking performed in the 3GPP network, and other exposure functionality performed by the 3GPP network, etc. 



Figure 8.x.2‑1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via 5GC

1.	The UAV/UAVC registers to the 3GPP network. The UE's subscription information obtained by AMF from the   UDM has an indication on support for Aerial UE function and the AMF provides the subscription information on Aerial UE authorization to the gNB.
NOTE 1:  It is assumed that the UAV has been registered to the CAA level authority, a CAA-Level UAV ID is available with the UAV/UAVC and the UAV/UAVC has a USS/UTM address configured.	
2.	Once the UAV/UAVC is registered to the USS/UTM, it can initiate a PDU session establishment request for USS/UTM connectivity and/or C2 communication. The UAV/UAVC shall include the signed USS/UTM address and CAA-Level UAV ID, etc. in the PDU session establishment request.
3.	Based on the UAV/UAVC UE's subscriber profile, DNN and S-NSSAI provided in the request the AMF selects the SMF and sends Nsmf_PDUSession_CreateSMContext Request to the SMF, including the USS/UTM address and CAA-Level UAV ID, etc.
4.	The SMF obtains subscription data from the UDM and performs the necessary actions for UAV IP address allocation. 
If the UUAA is required, the SMF sends an UAV Operation Request (e.g. using a service interface) to the UFES, including the CAA-level UAV ID, USS/UTM address, GPSI, PEI, "allowed for aerial use”, UAV IP Address, etc. 
NOTE 2:	Security details will be determined by SA WG3.
5.	The UFES selects a USS/UTM from either CAA-Level UAV ID or the USS/UTM address. 
The UFES checks if the subscription is "allowed for aerial use” and forwards the received information from the SMF to the USS/UTM, using a service-based interface. The USS/UTM is assumed to be known and trusted by the 3GPP System.
6. 	Optionally the USS/UTM and the UAV/UAVC may exchange multiple messages as required by the authentication/authorization method used.
7. 	The USS/UTM validates the request based on CAA-Level UAV ID and GPSI and optionally PEI. Upon successful authorization, the USS/UTM notifies the UFES on the authentication/authorization result, including security info to be used by the UAV to set up a secure connection to the USS/UTM using the PDU session.
The USS/UTM stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
The External Identifier and/or UAV IP Address can be used at a later point by the USS/UTM for requesting dedicated policies for e.g. C2, etc.
8.	The UFES sends the authentication/authorization result to the SMF.
As alternative to step 13, if C2 and pairing related information is available from UAV(C) and/or USS/UTM during the initial PDU Session Establishment procedure the SMF may interact with the PCF to set up PCC rule(s) for the C2 communication and/or UAV/UAVC pairing. 
NOTE 3: 	If the UAV and UAVC are located in different operators network the dedicated policies needs to be configured in respective operator networks.
9-11. The final parts of PDU Session Establishment procedure are performed. The security info from step 7 is transferred to the UAV.
12.	A secure connection is set up based on the "security info" received from USS/UTM in steps 7 to 10. The PDU session may further be used for Networked Remote ID (NRID), Tracking, for C2 related configuration or UAV/UAVC pairing, etc.
13. The USS/UTM interacts with the PCF via UFES/NEF to configure dedicated polices required for setting up C2 communication and/or UAV/UAVC pairing as "negotiated" between UAV(C) and USS/UTM in step 12.   

8.X	Key Issue #3
Key Issue #3:
In the scope of this release, a network UAVC is considered as a regular UE that is not subject to any aerial features or any additional authorizations.
8.X Key Issue #4: (UAV and UAV Controller tracking)
Solution 25 is adopted as the basis for normative work with following principles:
-	3GPP network supports the following UAV and UAVC tracking capabilities. The UTM/USS chooses one of, or a combination of, these tracking capabilities to use. The UTM/USS/TPAE logic on its choice is out of 3GPP's scope.
-	reporting the UAV/UAVC location;
-	monitoring and reporting the UAV presence (i.e. for UAV moving in or out) of the monitoring area. Either the UAVF reuses the Area of Interest event  or location Reporting mechanism supported by AMF/MME, or in case the target area or location cannot be mapped to 3GPP network areas, the UAVF determines the UAV presence in the monitoring area by comparing the location report from GMLC with the monitoring area;
-	support unknown UAV tracking, i.e. providing a list of the UAVs in the target area or location and served by the PLMN. The 3GPP system separates out the UEs that are actual UAVs based on e.g. available CAA-Level UAV ID, checking for UEs with aerial subscriptions, and whether the UAV has successfully registered and has been authorized by the USS/UTM If the target area or location cannot be mapped to 3GPP network areas, the UAVF will obtain location of identified UAVs via LCS procedure and compare with the target area or location to identify the UAVs in the target area or location;
-	may receive policies or rules from USS/UTM for action when Area of Interest (AOI) reports are received.
-	NEF determines whether to invoke AMF or GMLC procedure.
-	the 3GPP system may provide the UAV location during the authorization/authentication procedures supported by the 3GPP system in the interaction between the CN and the USS/UTM, or the USS/UTM may verify the UAV location during such procedures.
-	All the enhancements are at UAVF which may encompass the NEF/SCEF functionality.
-	The 3GPP UAV ID is included by the USS/UTM for tracking and to request location services from the MNO.
-	The CAA-level UAV ID maybe included by the USS/UTM  in the tracking request so the 3GPP system can include it in the location reports.
-	The CAA-level UAV ID is optionally transmitted by the 3GPP system to the USS/UTM during tracking and location reporting of UAV as described in solution #25. The 3GPP UAV ID may is also be included in the reports as described in solution #25.
-	The 3GPP system maps 3GPP UAV ID (e.g. GPSI) when received from UTM/USS to 3GPP internal IDs (e.g. SUPI) according to existing mechanisms.
-	3GPP system maps the geographic area received from UTM/USS to 3GPP area (e.g. TAIs/Cell Ids).
8.X	Key Issue #6:
The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet (e.g. cloud UAVC).
In the scope of this release, how a UAV and a UAVC are considered as a UAS by the USS/UTM is outside the scope of 3GPP. However, the 3GPP system may support the USS/UTM to enforce authorization from the USS/UTM between of a UAV and a UAVC pairing decision based on their transport addresses.
The UAV/UAVC pairing authentication and authorization is done by USS/UTM during PDU session secondary authentication/authorization procedure or new service-based mechanisms with the USS via the NEF/SCEF or a new UAV Network Function, the result is notified to either the SMF or the NEF/SCEF or UAV NF, respectively, i.e. a CP-based signalling mechanism is chosen for normative work.
The UAV/ may provide information for the authorization of UAV and networked UAV controller pairing to USS/UTM. The USS/UTM is required to authorize the UAV/UAVC pairing, i.e. the UAV requests to be paired with a UAVC. The USS/UTM informs the results of pairing authorization to the 3GPP system in terms of identification of the traffic that needs to be enabled.
The 3GPP system should enable a UAV to receive a new CAA-level UAV identifier from USS/UTM as part of a successful pairing authorization.
When the USS/UTM determines that the UAVC needs to be replaced, the USS/UTM provides new authorized UAV/UAVC pairing information to the SMF or new UAV NF, respectively.
For initial pairing authentication and authorization, solution #5 or #23 is selected as baseline for the normative work.
For UAVC replacement, solution #27 may be taken in addition to improve KI#6.
8.X	Key Issue #7:
In the scope of this release, a network UAVC is considered as a regular UE that is not subject to any new mechanisms to enable establishment of user plane connectivity with a USS/UTM. The networked UAVC uses a PDN connection/PDU session established according to existing mechanisms to connect to an USS/UTM.
The procedure for the UAV to request user plane connectivity with UAVC defined in Solutions #5, #26 is proposed to be taken into account during the normative phase. The procedure is as follows:
-	Prior to any request by UAV for user plane connectivity with UAVC, or during the user plane connectivity request, the UAV must obtain flight authorization from the UTM/USS. The results of the flight authorization must be made known to the 3GPP system.
-	Single PDU session/PDN connection for USS and UAV-C connectivity, or and separate PDU sessions/PDN connections for USS and UAV-C connectivity are supported. The mechanism that may be used is up to deployment.
-	Based on the architectural assumptions, a UAV is authorized for connectivity to USS/UTM over UAV9 based on existing MNO policies, and is allowed to establish connectivity with an appropriate DNN/APN to exchange traffic with the USS (for communications not related to sending Remote Identification message or C2) without explicit USS/UTM authorization for the establishment of the user place connectivity. 
[bookmark: _Hlk55505414]-	In case of single PDU session/PDN connection for USS and UAV-C connectivity:
-	The single PDU session in 5GS can be established without performing any UUAA at PDU session establishment (if UUAA is performed at registration), or UUAA is performed during PDU session establishment if UUAA is not performed at registration 
-	For the single PDN connection in EPS, UUAA is performed during PDN connection establishment
-	The authorization for connectivity between UAV and UAV-C may be performed during PDU session/PDN connection establishment (together with UUAA if UUA is performed), or after the PDU session/PDN connection is established (the details are to be defined during normative work, and may rely on PDU session/PDN connection modification procedures)
-	In case of separate PDU sessions/PDN connections for USS and UAV-C connectivity:
-	The PDU session for USS connectivity in 5GS can be established without performing UUAA at PDU session establishment (if UUAA is performed at registration), or UUAA is performed during PDU session establishment if UUAA is not performed at registration
-	For the PDN connection for USS connectivity in EPS, UUAA is performed during PDN connection establishment
-	The authorization for the PDU session/PDN connection for UAV and UAV-C connectivity is performed when the PDU session/PDN connection for UAV and UAV-C connectivity is established.
-	To perform authorization for the PDU session/PDN connection for UAV and UAV-C connectivity (both in case of single or separate PDU session/PDU connection) the UAV provides to the SMF an Aviation Connectivity Payload containing:
-	the CAA-Level UAV ID
-	an optional Flight Authorization ID
NOTE: 	flight authorization from the UTM/USS, when performed during the user plane connectivity request, must minimize the amount of information exchanged between the UAV and the USS in the Aviation Connectivity Payload. Such information depends on decisions in the aviation community, and details will be defined during normative phase. Whether this can be achieved by the UAV operator obtaining offline a Flight Authorization ID from the USS via means outside the scope of 3GPP, and having the UAV provide the Flight Authorization ID in the PDU session/PDN connection establishment will be determined during the normative phase.
· if the UAV has the information on the networked UAV controller or UAVC that connects to the UAV via Internet connectivity, the UAV includes also the information for the authorization of UAV and networked UAV controller pairing in the Aviation Connectivity Payload

-	When the UAV requires user plane connectivity for C2 the UAV requests a PDU session for UAV operations, if none exists, or a PDU session modification procedure if one exists. The UAV includes in the request the relevant UAV operations information in a transparent container (e.g. CAA-Level UAV ID). How the UAV indicates UAV operations connectivity in the PDU session establishment will be defined during the normative phase. The 3GPP system authorizes the PDU session connectivity for UAV operations with a UTM/USS based on the CAA-Level ID.
-	If a dedicated PDU Session or PDN connection for C2 communication with UAV-C is used (i.e. to implement UAV3), it should be established after the pairing authorization is successful. If a common PDU session is used for both communicating with USS /UTM and UAV-C (i.e., to implement both UAV9 and UAV3), the C2 communication with UAV-C should only be allowed (e.g. with setup of appropriate packet filters and access control list) after the pairing authorization is successful.
-	The request for user plane connectivity for C2 shall be initiated by the UAV towards the USS/UTM via PDU Session establishment in the 3GPP system and interacting between the 3GPP CN and the USS/UTM through a UAS-NF or using NEF/SCEF functions.
-	Once the USS/UTM has authenticated the UAV and authorized the request for user plane connectivity for C2, this authorization is informed back to the 3GPP system via the UAS-NF or NEF/SCEF functions and only then will the 3GPP system allocate the required resources to the UAV and UAVC. The UTM/USS may include in the authorization response information Remote Identification & Tracking Information (RITI) that is transparently provided to the UAV (e.g. a new CAA-Level UAV ID).
-	After the PDU Session/PDN connection used for C2 communication is successfully established or modified, the serving 3GPP system should report the device's transport address for C2 communication to the UTM/USS. The UTM/USS should inform the serving 3GPP system of the peer device's transport address for C2 communication.
-	USS/UTM can provide traffic routing policies for the C2 connectivity which will be used by the 3GPP NFs for data traffic over the allocated user plane resources.
Other Aspects:
The USS/UTM is not assumed to have knowledge of PDU sessions or PDN connections: the USS/UTM authorizes connectivity requests sent from the 3GPP system for a UAV or UAV controller, can revoke such authorization, and can provide information to control such connectivity (e.g. ACL, QoS information, etc.).
For geofencing, enable both the "direct query from USS" model, the "direct USS subscription" model, and the "area of interest subscription" model.
For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the option where the USS retrieves it on demand, are supported.
Enable a USS UAV discovery mechanism where the USS/UTM query MNO for UAVs served by the MNO in a specific location.
Editor's note:	For NR to be used for UAVs, "aerial features" as defined in TS 36.300 [9] for E-UTRA, must be enabled and RAN work is needed.
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